Subject: 


FW: Accessing or Commenting on Leaked Classified Documents 


Importance: 


High 


—Original Message— 

From: Clark, Anthony <Anthony.Clark@sss.gov> 

Sent: Thursday, August 4, 2016 10:12 AM 

To: #1 All SSS Employees <AII.SSS.Employees@sss.gov> 

Subject: Accessing or Commenting on Leaked Classified Documents 
Importance: High 

Ladies and Gentlemen, 

As a professional courtesy, please allow me to remind all of our responsibilities to protect the network 
and sustain our SF312 responsibilities. 

Any classified information that may have been unlawfully disclosed and released on the Internet is not 
‘declassified’ by an appropriate authority and therefore requires continued classification and 
protection as such from government personnel. 

Those that have signed a SF 312 should know that accessing the Wikileaks web site or any other 
such site from any computer may be viewed as a violation of the SF-312 agreement. 

Any discussions concerning the legitimacy of any documents or whether or not they are classified 
must be conducted within controlled or restricted areas. The documents should not be viewed, 
downloaded, or stored on your SSS unclassified network computer or home computer; they should 
not be printed or retransmitted in any fashion. 

DO NOT post links to these documents nor make comments on social media sites such as Facebook 
or through Twitter. Engaging in these activities would call into question your ability to deal with 
confidential information, which is part of most positions within the federal government. 

If an employee opens the document on an unclassified system it creates a security violation which 
can turn into disaster recovery, cleaning classified documents off an unclassified computer. 

1 realize this also can occur on home computers. I am only protecting the agency's interest. 

Any incident of this nature should be reported immediately to your supervisor and I as soon as 
possible. 


Anthony Clark 

Chief Information Security Officer 
System Division Supervisor 
Senior Network Engineer 
Selective Service System 
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CONFIDENTIALITY NOTICE: The information contained in this e-mail and any attachments may be 
confidential or privileged under applicable law, or otherwise may be protected from disclosure to 
anyone other than the intended recipient(s). Any use, distribution, or copying of this e-mail, including 
any of its contents or attachments by any person other than the intended recipient, or for any purpose 
other than its intended use, is strictly prohibited. If you believe you have received this e-mail in error: 
permanently delete the e-mail and any attachments, and do not save, copy, disclose, or rely on any 
part of the information contained in this e-mail or its attachments. 

How are we doing? Please take a few minutes to fill out our IT/OP customer service survey at 
http://www.surveymonkey.com/sA/6NBNF3 
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